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Abstract. We present an approach for evaluating disclosure risks for fully syn-
thetic categorical data. The basic idea is to compute probability distributions of
unknown confidential data values given the synthetic data and assumptions about
intruder knowledge. We use a “worst-case” scenario of an intruder knowing all
but one of the records in the confidential data. To create the synthetic data, we
use a Dirichlet process mixture of products of multinomial distributions, which
is a Bayesian version of a latent class model. In addition to generating synthetic
data with high utility, the likelihood function admits simple and convenient ap-
proximations to the disclosure risk probabilities via importance sampling. We
illustrate the disclosure risk computations by synthesizing a subset of data from
the American Community Survey.
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1 Introduction

Record-level data, also known as microdata, from the social, behavioral, and economic
sciences offer enormous potential benefits to society. When made widely accessible as
public use files, these databases facilitate advances in research and policy-making, en-
able students to develop skills at data analysis, and help ordinary citizens learn about
their communities. However, as most stewards of social science data are acutely aware,
wide-scale dissemination of microdata can result in unintended disclosures of data sub-
jects’ identities and sensitive attributes, thereby violating promises—and in some in-
stances laws—to protect data subjects’ privacy and confidentiality.

When microdata are highly sensitive or readily identifiable—as may be the case,
for example, for business establishments or in large-scale administrative databases—
stewards may not be able to protect confidentiality adequately by suppressing/perturbing
only a small fraction of values (which is frequent practice in small-scale probability
samples). In such contexts, one approach is to generate and release fully synthetic data
(Rubin, 1993; Fienberg, 1994; Reiter, 2002, 2005b, 2009; Raghunathan et al., 2003;
Reiter and Raghunathan, 2007). These comprise entirely simulated records generated
from statistical models designed to preserve important relationships in the confidential
data. A related approach is to release partially synthetic data (Little, 1993; Reiter, 2003,
2004), in which only values deemed sensitive are replaced with simulated values.

The U.S. Census Bureau has adopted synthetic data as a dissemination strategy for
several major data products, including the Survey of Income and Program Participation
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(Abowd et al., 2006) and the Longitudinal Business Database (Kinney et al., 2011). In
both of these products, all but a handful of variables are replaced with values simulated
from models estimated on the confidential data. Other examples of synthetic data ap-
plications have appeared in the literature as well (e.g., Kennickell, 1997; Abowd and
Woodcock, 2001, 2004; Little et al., 2004; Graham and Penny, 2005; An and Little,
2007; Hawala, 2008; Drechsler et al., 2008a,b; Graham et al., 2009; Machanavajjhala
et al., 2008; Drechsler and Reiter, 2010, 2012; Slavkovic and Lee, 2010; Wang and
Reiter, 2012; Burgette and Reiter, 2013; Paiva et al., 2014).

With fully synthetic data, disclosure risks generally are considered to be low—it
is pointless to match fully synthetic records to records in other databases, since each
fully synthetic record does not correspond to any particular individual. However, re-
searchers have identified scenarios where full synthesis carries non-trivial disclosure
risks (Abowd and Vilhuber, 2008; Charest, 2010; McClure and Reiter, 2012; Reiter
et al., 2014). Typically, these illustrative scenarios involve stylized data (e.g., a 24 con-
tingency table) with simple synthesizers (e.g., a Dirichlet-multinomial distribution). To
our knowledge, the literature does not include examples of quantified disclosure risks
in fully synthetic data in realistic contexts.

In this article, we illustrate disclosure risk evaluations for fully synthetic, categorical
data. In particular, we compute Bayesian posterior probabilities that intruders can learn
confidential values given the released data and assumptions about their prior knowledge
(Duncan and Lambert, 1989; Fienberg et al., 1997; Reiter, 2005a; McClure and Reiter,
2012; Reiter, 2012; Abowd et al., 2013; Reiter et al., 2014). We synthesize a subset
of data from the American Community Survey using a Dirichlet process mixture of
products of multinomial (DPMPM) distributions. The DPMPM model has been shown
in other contexts to be effective at capturing complex dependence structure in contin-
gency tables while requiring little tuning by the data steward (Dunson and Xing, 2009;
Si and Reiter, 2013; Manrique-Vallier and Reiter, 2014).

Our goal here is to illustrate the risk evaluations with realistic data. Thus, although
we present some evaluations of data utility to assure readers that the DPMPM synthe-
sizer is not generating worthless data, we refrain from making conclusions about the
merits of using the DPMPM synthesizer, or fully synthetic data in general as compared
to other disclosure protection methods.

2 The DPMPM Synthesizer

Let the confidential dataD comprise n individuals measured on p categorical variables.
For i = 1, . . . , n and k = 1, . . . , p, let xik denote the value of variable k for individual
i, and let xi = (xi1, . . . , xip). Without loss of generality, assume that each xik takes on
values in {1, . . . , dk}, where dk ≥ 2 is the total number of categories for variable k.
Effectively, the survey variables form a contingency table of d = d1×d2×· · ·×dp cells
defined by cross-classifications of the p variables. Let Xik and Xi be random variables
defined respectively on the sample spaces for xik and xi.

We generate synthetic data using a finite number of mixture components in the
DPMPM. Paraphrasing from Si and Reiter (2013), the finite DPMPM assumes that each
individual i belongs to exactly one of F < ∞ latent classes; see Si and Reiter (2013)



for advice on determining F . For i = 1, . . . , n, let ηi ∈ {1, . . . , F} indicate the class of
individual i, and let πf = Pr(ηi = f). We assume that π = (π1, . . . , πF ) is the same for
all individuals. Within any class, each of the p variables independently follows a class-
specific multinomial distribution, so that individuals in the same latent class have the
same cell probabilities. For any value c ∈ {1, . . . , dk}, let φ(k)fc = Pr(Xik = c | ηi = f)

be the probability of Xik = c given that individual i is in class f . Let φ = {φ(k)fc : c =

1, . . . , dk, k = 1, . . . , p, f = 1, . . . , F} be the collection of all φ(k)fc . The finite mixture
model can be expressed as

Xik | ηi, φ
ind∼ Multinomial(φ(k)ηi1

, . . . , φ
(k)
ηidk

) for all i, k (1)
ηi | π ∼ Multinomial(π1, . . . , πF ) for all i, (2)

where each multinomial distribution has sample size equal to one and the number of
levels is implied by the dimension of the corresponding probability vector.

For prior distributions on π and φ, we use the truncated stick breaking representation
of Sethuraman (1994). We have

πf = Vf
∏
l<f

(1− Vl) for f = 1, . . . , F (3)

Vf
iid∼ Beta(1, α) for f = 1, . . . , F − 1, VF = 1 (4)

α ∼ Gamma(aα, bα) (5)

φ
(k)
f = (φ

(k)
f1 , . . . , ψ

(k)
fdk

) ∼ Dirichlet(ak1, . . . , akdk). (6)

We set ak1 = · · · = akdk = 1 for all k to correspond to uniform distributions. Following
Dunson and Xing (2009) and Si and Reiter (2013), we set (aα = .25, bα = .25),
which represents a small prior sample size and hence vague specification for the Gamma
distribution. In practice, we find these specifications allow the data to dominate the prior
distribution. We estimate the posterior distribution of all parameters using a blocked
Gibbs sampler (Ishwaran and James, 2001; Si and Reiter, 2013).

We note that this model assumes no structural zeros in the data; that is, all cells
in the implied contingency table have non-zero probability. See Manrique-Vallier and
Reiter (2014) for variants of DPMPM models that allow structural zeros.

To generate one fully synthetic dataset of size n∗, we first sample a value of (α, π, φ)
from the posterior distribution. Using the generated π, we sample values of (η1, . . . , ηn∗)
independently from (2). Using the sampled φ, for each sampled ηi, where i = 1, . . . , n∗,
we then sample the ith synthetic record, x∗i = (x∗i1, . . . , x

∗
ip), from independent multi-

nomial distributions with probabilities φ(k)ηi for each k. When n∗ is the original sam-
ple size n, the synthesis can be conveniently implemented inside the blocked Gibbs
sampler—after each Gibbs updating step, we simply sample and save draws of x∗i for
all n records. To create m > 1 synthetic datasets, one repeats this process m times, us-
ing approximately independent draws of parameters. Approximately independent draws
can be obtained by using iterations that are far apart in the estimated MCMC chain.

Let Z = (Z(1), . . . , Z(m)) be a set of m synthetic categorical datasets under con-
sideration for release by the data steward. In the remainder of the article, we assume
that n∗ = n, although this is not necessary.



3 Disclosure Risk Measure for the DPMPM

With fully synthetic data, disclosure risk metrics based on matching released and exter-
nal records are generally not applicable, since there is no unique mapping of the rows in
Z to the rows inD. Instead, we consider questions of the form: can intruders accurately
infer from the synthetic data that some record with particular data values is in the con-
fidential data? When the combination of values is unique in the population (or possibly
just the sample), this question essentially asks if intruders can determine whether or not
a specific individual is in the confidential data—this may count as a disclosure under
some confidentiality protection laws.

3.1 Disclosure Risk Evaluation Strategy

To describe the disclosure risk evaluations, we follow the presentation of Reiter et al.
(2014). Let x denote an arbitrary realization from the sample space of the contingency
table formed by the p categorical variables; x can take on any of d possible values. We
suppose that an intruder seeks to learn if a particular x is in D. Let A represent the
information known by the intruder about records in D. Let S represent any informa-
tion known by the intruder about the process of generating Z, for example meta-data
indicating the values of F and (aα, bα) for the DPMPM synthesizer. Let X be a ran-
dom variable representing the intruder’s uncertain knowledge of whether or not x is in
D, where the sample space of X is all possible values of x in the population. Given
(Z,A, S), we assume the intruder seeks the Bayesian posterior distribution,

p(X = x | Z,A, S) =
p(Z | X = x,A, S)p(X = x | A,S)∑
x∈U p(Z | X = x,A, S)p(X = x | A,S)

(7)

∝ p(Z | X = x,A, S)p(X = x | A,S), (8)

where U represents the universe of all feasible values of x. Here, p(Z | X = x,A, S)
is the likelihood of generating the particular set of synthetic data given that x is in the
confidential data and whatever else is known by the intruder. The p(X = x | A,S) can
be considered the intruder’s prior distribution on X based on (A,S).

Key to the computation of (7) are the assumptions aboutA and p(X = x | A,S). In
general, it is not possible for the data steward to know either. We evaluate risks assuming
the intruder has very strong prior knowledge in A. In particular, we assume the intruder
knows the values of x for all individuals in D except for some record i, also done by
Abowd et al. (2013). To represent this version of A, we use D−i = {xj : j 6= i}. With
A = D−i, (7) effectively becomes the probability distribution of Xi, i.e., the intruder’s
distribution of x for the unknown record. For clarity, from now on we write (8) as

p(Xi = x | Z,D−i, S) ∝ p(Z | Xi = x,D−i, S)p(Xi = x | D−i, S). (9)

In many cases, setting A = D−i is conservative, since in contexts involving random
sampling from large populations intruders are unlikely to knowD−i. Nonetheless, risks
deemed acceptable for A = D−i should be acceptable for a weaker A. We note that
assuming the intruder knows all records but one is related to, but quite distinct from,
the assumptions used in differential privacy (Dwork, 2006).



Intruders can use p(Xi = x | Z,D−i, S) to take guesses at the true value xi. For
example, the intruder can find the x that offers the largest probability, and use that as
a guess of xi. Similarly, data stewards can use p(Xi = x | Z,D−i, S) in disclosure
risk evaluations. For example, for each xi ∈ D, they can rank each x by its associated
value of p(Xi = x | Z,D−i, S), and evaluate the rank at the truth, x = xi. When the
rank of xi is high (close to 1, which we define to be the rank associated with the highest
probability), the agency may deem that record to be at risk under the strong intruder
knowledge scenario. When the rank of xi is low (far from 1), the agency may deem the
risks for that record to be acceptable.

When d is very large, computing the normalizing constant in (7) is impractical. To
facilitate computation, we propose to dramatically reduce the support in (7). For any
record i, we consider as feasible candidates only those x that differ from xi in one
variable, along with xi itself; we call this space Ri. Thus, for example, the restricted
support of x for a 3×5×2 table includes only eight possible cases, namely the original
xi and the 2 + 4 + 1 cases obtained by changing one of the three variables. One can
conceive of this support as mimicking an intruder who is knowledgable enough to be
searching in neighborhoods near xi.

When the support is Ri, the resulting values of p(Xi = x | Z,D−i, S) for any
x ∈ Ri are larger than when the support is U . Similarly, when the support is U the rank
of any x is no higher than the corresponding rank when the support is Ri. In this way,
restricting support toRi results in a conservative ranking of the x ∈ Ri. Thus, if a data
steward determines that the rank of xi (or any value of x) is acceptably low when using
Ri, it also will be acceptably low when using U .

3.2 Computational methods for risk assessment with DPMPM

LetΘ = {π, φ} denote parameters from the DPMPM synthesis model. For Z generated
from the DPMPM synthesizer, we can write (9) as

ρxi = c

(∫
p(Z | Xi = x,D−i, S,Θ)p(Θ | Xi = x,D−i, S)dΘ

)
p(Xi = x | D−i, S),

(10)
where c is a normalizing constant. The form of (10) suggests a Monte Carlo approach
to estimate ρi. First, acting like an intruder, the data steward creates the plausible con-
fidential dataset, Dx

i = (Xi = x,D−i). Second, treating Dx
i as if it were the collected

data, the data steward samples m values of Θ, i.e., for l = 1, . . . ,m, sample a Θ(l) that
could have generated Z(l). Third, for each (Z(l), Θ(l)), the data steward computes the
probability of generating the released Z(l). Fourth, the data steward multiplies the m
probabilities; see (12). The value of ρxi is the average of this probability computed over
many plausible draws of Θ.

Conceptually, to draw Θ replicates, the data steward could re-estimate the DPMPM
model for each Dx

i . However, this would be computationally prohibitive if the data
steward intends to examine many x across many records i. Instead, we suggest using
the sampled values of Θ from p(Θ | D) as proposals for an importance sampling
algorithm. As a brief review of importance sampling, suppose we seek to estimate the
expectation of some function g(Θ), where Θ has density f(Θ). Further suppose that



we have available a sample (Θ(1), . . . , Θ(H)) from a convenient distribution f∗(Θ)
that slightly differs from f(Θ). We can estimate Ef (g(Θ)) using

Ef (g(Θ)) ≈
H∑
j=1

g(Θ(j))
f(Θ(j))/f∗(Θ(j))∑H
j=1 f(Θ(j))/f∗(Θ(j))

. (11)

We note that (11) only requires that f(Θ) and f∗(Θ) be known up to constants.
We implement importance sampling algorithms to approximate the integral in (10).

By construction, we have

P (Z | Dx
i , S) =

m∏
l=1

P (Z(l) | Dx
i , S), (12)

regardless of the exact values in Dx
i . Thus, for any proposed x, we can use importance

sampling to approximate each P (Z(l) | Dx
i , S) and substitute the m resulting estimates

in the product in (12).
Let x∗(l)i = (x

∗(l)
i1 , . . . , x

∗(l)
ip ) be the ith record’s values in synthetic dataset Z(l),

where i = 1, . . . , n∗ and l = 1, . . . ,m. For each Z(l) and any proposed x, we define
the g(Θ) in (11) to equal cP (Z(l) | Dx

i , S). We approximate the expectation of each
g(Θ) with respect to f(Θ) = f(Θ | Dx

i , S). In doing so, for any sampled Θ(j) we use

g(Θ(j)) = P (Z(l) | Dx
i , S,Θ

(j)) =

n∏
i=1

 F∑
f=1

π
(j)
f

p∏
k=1

φ
(k)(j)

fx
∗(l)
ik

 . (13)

We set f∗(Θ) = f(Θ | D,S), so that we can use H draws of Θ from its pos-
terior distribution based on D. Let these H draws be (Θ(1), . . . , Θ(H)). We note that
one could use any Dx

i to obtain the H draws, so that intruders can use similar im-
portance sampling computations. As evident in (1) and (2), the only differences in the
kernels of f(Θ) and f∗(Θ) include (i) the components of the likelihood associated with
record i and (ii) the normalizing constant for each density. Let x = (c1, . . . , cp), where
each ck ∈ (1, . . . , dk), be a guess at Xi. After computing the normalized ratio in (11)
and canceling common terms from the numerator and denominator, we are left with
P (Z(l) | Dx

i , S) =
∑H
j=1 pjqj where

pj =

n∏
i=1

(

F∑
f=1

π
(j)
f

p∏
k=1

φ
(k)(j)

fx
(∗l)
ik

) (14)

qj =

∑F
f=1 π

(j)
f

∏p
k=1 φ

(k)(j)
fck

/
∑F
f=1 π

(j)
f

∏p
k=1 φ

(k)(j)
fxik∑H

h=1(
∑F
f=1 π

(h)
f

∏p
k=1 φ

(k)(h)
fck

/
∑F
f=1 π

(h)
f

∏p
k=1 φ

(k)(h)
fxik

)
. (15)

We repeat this computation for each Z(l), plugging the m results into (12).
Finally, to approximate ρxi , we compute (12) for each x ∈ Ri, multiplying each

resulting value by its associated P (Xi = x | D−i, S). In what follows, we presume an
intruder with a uniform prior distribution over the support x ∈ Ri. In this case, the prior
probabilities cancel from the numerator and denominator of (7), so that risk evaluations
are based only on the likelihood function for Z. We discuss evaluation of other prior
distributions in the illustrative application, to which we now turn.



4 Illustrative Application

We create and evaluate fully synthetic data for a subset of n = 10000 individuals from
the 2012 American Community Survey public use microdata sample for the state of
North Carolina. The p = 14 variables are displayed in Table 1. These 14 variables
make a contingency table with d = 8709120 cells. The 10000 individuals occupy 3523
of these cells. Of the 3523 observed combinations of x, 2394 appear once, 474 appear
twice, and 186 appear three times in the sample. The most frequent combination is
repeated 233 times. We note that this table is constructed not to include structural zeros.

Table 1: Variables used in the illustrative application. Data taken from the 2012 Ameri-
can Community Survey public use microdata samples. In the table, PR stands for Puerto
Rico.

Variable Categories
SEX 1 = male, 2 = female
AGEP age of person: 1 = 18-29, 2 = 30-44, 3 = 45-59, 4 = 60+
RACE1P 1 = White alone, 2 = Black or African American alone,

3 = American Indian alone, 4 = other, 5 = two or more
races, 6 = Asian alone

SCHL 1 = less than high school diploma, 2 = high school
diploma or GED or alternative credential, 3 = some
college, 4 = associate’s degree or higher

MAR 1 = married, 2 = widowed, 3 = divorced, 4 = separated,
5 = never married

LANX 1 = speaks another language, 2 = speaks only English
WAOB born in: 1 = US state, 2 = PR and US island areas,

oceania and at sea, 3 = Latin America, 4 = Asia, 5 =
Europe, 6 = Africa, 7 = Northern America

MIL 1 = active military duty at some point, 2 = military
training for Reserves/National Guard only, 3 = never
served in the military

WKL 1 = worked within the past 12 months, 2 = worked
1-5 years ago, 3 = worked over 5 years ago or never
worked

DIS 1 = has a disability, 2 = no disability
HICOV 1 = has health insurance coverage, 2 = no coverage
MIG 1 = live in the same house (non movers), 2 = move to

outside US and PR, 3 = move to different house in US
or PR

SCH 1 = has not attended school in the last 3 months, 2 =
in public school or college, 3 = in private school or
college or home school

HISP 1 = not Spanish, Hispanic, or Latino, 2 = Spanish, His-
panic, or Latino



4.1 Some evidence of utility of the synthetic data

We generated m = 5 synthetic datasets by estimating and sampling from the DPMPM
based on the 10000 cases in D. Before illustrating the disclosure risk evaluations, we
present evidence that the DPMPM synthesizer generates useful data for this D. Here,
we do not intend to offer an exhaustive investigation of data utility; rather, our purpose
is to document that the resulting Z are potentially useful for analysis.

Figure 1 and Figure 2 display the joint distributions of (WKL, SCHL) and (HISP,
RACE1P), respectively, using the sample percentages in D and the averages of the
corresponding percentages in the m = 5 synthetic datasets. The DPMPM synthesizer
preserves these two joint distributions quite closely. We found similar patterns for the
marginal distributions of all variables and for joint distributions involving most other
pairs of variables.
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Fig. 1: Estimated joint probabilities for
WKL and SCHL across the original and
m = 5 synthetic datasets.
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Fig. 2: Estimated joint probabilities for
HISP and RACE1P across the original and
m = 5 synthetic datasets.

Table 2: Point estimates and 95% confidence intervals for coefficients in a logistic re-
gression of disability status on several main effects. Results estimated with the original
data and the m = 5 generated synthetic datasets.

Original data Synthetic (m=5)
Estimand Estimate 95% CI q̄5 95% CI
Intercept 2.212 2.108 [1.523,2.692]
SEX -0.250 -0.221 [-0.361,-0.081]
MIL 0.239 0.205 [0.1255,0.2854]
MIG 0.049 0.060 [-0.0821,0.2014]
SCH 1.090 0.961 [0.6699,1.2521]
RACE1P -0.078 -0.065 [-0.1147,-0.0145]
LANX -1.096 -0.970 [-1.401,-0.539]

Table 2 summarizes the results of logistic regressions of DIS on SEX, MIL, MIG,
SCH, RACE1P, and LANX. To estimate the coefficients, we use the maximum likeli-



hood estimates (MLE) from D and the averages of the MLEs from the m = 5 synthetic
datasets. The 95% confidence interval from the synthetic data derives from Raghu-
nathan et al. (2003). Once again, the DPMPM offers reasonable results.

4.2 Disclosure risk assessments

Having demonstrated that Z has some analytic validity, we now turn to illustrating the
assessment of disclosure risks. To do so, we drop each record in D one at a time. For
each i, we compute the resulting ρxi for all x in a reduced support Ri. Here, each Ri
is defined as the union of the true xi plus the 34 other combinations of x obtained by
changing xi in one variable. For any two records i and j such that xi = xj in D,
ρxi = ρxj for any possible x. Thus, we need only do computations for each of the 3523
combinations that appeared in the data. To compute each ρxi , we use a uniform prior
distribution over all x ∈ Ri.

Figure 3 displays the distribution of the rank of the true xi for each of the 3523
combinations. Here, a rank equal to 1 means the true xi has the highest probability of
being the unknownXi, whereas a rank of 35 means the true xi has the lowest probability
of being the true Xi. Even armed with D−i, the intruder gives the top rank to the
true xi for only two combinations and gives xi a ranking in the top three for only 31
combinations; these are displayed in Table 3. We note that 2394 combinations were
unique inD, yet evidently the DPMPM synthesizer involves enough smoothing that we
do not recover the true xi in the overwhelming majority of cases.

Figure 4 displays a histogram of the corresponding probabilities associated with the
true xi in each of the 3523 combinations. The largest probability is close to 0.2, and
only 16 probabilities exceed 0.08. The majority of probabilities are in the 0.03 range.
As we assumed a uniform prior distribution over the 35 possibilities in the support, the
ratio of the posterior to prior probability is typically one or less, and only a handful
of combinations have ratios exceeding two. Thus, compared to random guesses over a
reasonably close neighborhood of the true values, Z typically does not provide much
additional information about xi. We note that high probabilities do not automatically
result in top rankings.

Fig. 3: Histogram of ranks of the probabil-
ities associated with true xi.

Fig. 4: Histogram of probabilities associ-
ated with the true xi.



Table 3: The 31 combinations in D with the true xi ranked in the top three highest
posterior probabilities. “Reps.” is the number of times xi is repeated in D.

Value for true xi
Combination Reps. Rank Probability
(1,2,2,2,1,1,1,3,1,2,1,1,1,1) 1 1 .051
(2,4,3,2,2,2,1,3,2,2,2,1,1,1) 1 1 .088
(1,1,1,4,5,1,3,3,1,2,2,1,1,2) 1 2 .086
(1,1,5,3,5,2,1,1,2,2,2,3,2,1) 1 2 .070
(1,3,4,3,3,2,1,1,3,2,2,3,1,2) 2 2 .190
(2,1,5,3,5,1,1,3,1,2,1,1,2,1) 1 2 .076
(2,1,6,3,5,2,1,3,3,2,1,1,2,1) 1 2 .087
(1,1,1,3,1,2,1,3,3,2,2,1,1,1) 1 3 .060
(1,1,4,1,5,1,1,3,1,2,2,1,1,2) 1 3 .065
(1,2,1,4,3,2,1,1,3,2,2,3,2,1) 2 3 .125
(1,3,2,1,5,2,5,3,2,1,1,1,1,2) 1 3 .075
(1,3,2,3,3,2,5,1,2,2,2,1,3,1) 1 3 .069
(1,4,1,1,3,2,1,1,3,2,1,1,1,1) 2 3 .047
(1,4,4,4,1,1,3,3,1,2,1,1,1,2) 1 3 .066
(2,1,1,1,5,1,3,3,2,2,1,1,1,2) 1 3 .081
(2,1,1,2,1,2,1,3,3,2,1,1,1,1) 5 3 .046
(2,1,1,2,5,1,5,3,3,2,1,2,3,1) 1 3 .101
(2,1,1,4,3,2,1,2,3,2,1,3,1,1) 1 3 .085
(2,1,3,1,5,2,1,3,2,1,2,1,1,1) 1 3 .055
(2,1,3,3,5,2,1,3,2,2,2,1,1,1) 1 3 .050
(2,1,5,1,1,2,1,3,2,2,2,1,1,1) 1 3 .059
(2,1,5,3,5,1,1,3,1,1,1,3,2,1) 1 3 .066
(2,2,1,4,1,1,5,3,1,2,2,1,1,1) 1 3 .052
(2,2,2,4,5,2,4,3,1,2,1,3,2,1) 1 3 .079
(2,3,1,4,1,1,1,1,1,2,1,3,1,1) 1 3 .051
(2,3,1,4,1,1,5,3,1,2,1,1,1,1) 1 3 .053
(2,3,1,4,1,2,1,1,1,2,1,1,1,2) 1 3 .054
(2,4,1,3,1,1,4,3,2,1,1,1,1,1) 1 3 .121
(2,4,1,3,2,1,4,3,3,2,1,1,1,1) 1 3 .104
(2,4,1,4,2,2,1,3,2,1,2,1,1,1) 1 3 .065
(2,4,6,1,2,1,4,3,3,2,1,1,1,1) 1 3 .080

If desired, data stewards can evaluate risk probabilities for intruders possessing ad-
ditional information about target records in D. For example, suppose the data steward
defines each xi = (xi(1), xi(2)), where xi(1) is a subset of values known to the intruder
(e.g., demographic variables) and xi(2) is the remaining subset of values unknown to
the intruder (e.g., health variables). To evaluate risks for intruders seeking to estimate
the distribution of xi(2), we define A = (D−i ∪ xi(1)). Using obvious extensions of



notation, we then estimate

p(X2(i) = x(2) | Z,A, S) ∝ p(Z | Xi(2) = x(2), A, S)p(Xi(2) = x(2) | A,S). (16)

For some Xi(2), the implied support may be small enough that one can evaluate the
probability over U rather thanRi, restricting both sets to cases with x(1) = xi(1).

To illustrate these computations, we suppose that xi(2) includes when an individual
last worked (WKL), their disability status (DIS), their health insurance coverage status
(HICOV), and their mobility status (MIG); and, xi(1) includes all other variables. The
sample space for xi(2) comprises 3∗2∗2∗3 = 36 possible values. We compute the prob-
abilities in (16) for the particular combination xi = (2, 4, 1, 3, 1, 1, 4, 3,2,1,1,1, 1, 1),
where the boldface indicates xi(2). This record is somewhat arbitrarily selected for il-
lustration, although it is unique on the entire xi. The true xi(2) = (2, 1, 1, 1) has prob-
ability 0.3695, which ranks first among the 36 cases. Evidently, an intruder armed with
this much information can guess the true value for this record. For comparison, we re-
peated these computations for a person with xi = (1, 4, 3, 2, 1, 2, 1, 1,3,1,1,1, 1, 1).
Here, the probability is 0.0259, which ranks 16 among the 36 cases.

The data steward also may want to evaluate the marginal distribution of X2(i),
namely

p(Xi(2) = x2 | Z,D−i, S) ∝ p(Z | Xi(2) = x(2), D−i, S)p(Xi(2) = x(2) | D−i, S).
(17)

This allows the data steward to compute, for example, the probability associated with
particular combinations of age, race, gender, and education for the ith record under the
strong intruder knowledge scenario. To compute this efficiently, one approach is to sum
the set of probabilities ρxi where {x : x ∈ Ri, x(2) = xi(2)}. Here, using Ri may be
too restrictive, since by construction many of the x in Ri have x(2) = xi(2). For this
article, we did not investigate other approaches to defining Ri suitable for estimation
of (17); this is a topic for future research.

Finally, data stewards need not use uniform distributions on the support of x for
the intruder’s prior distribution; the computations apply for any prior distribution. Nat-
urally, the choice of prior distribution affects posterior probabilities, although for large
m the posterior probabilities can be practically insensitive to specifications of reason-
able prior distributions (Reiter et al., 2014). We suggest that data stewards assess the
effects of changing the prior distribution by comparing posterior probabilities for se-
lected pairs of candidate x values under different prior distributions, specifically those
for xi and other candidate values of interest, say x = b. When A = D−i, the ratio of
the posterior probabilities for xi and b is

p(Xi = xi | Z,D−i, S)

p(Xi = b | Z,D−i, S)
=
p(Z | Xi = xi, D−i, S)

p(Z | Xi = b,D−i, S)

p(Xi = xi | D−i, S)

p(Xi = b | D−i, S)
. (18)

Normalizing constants need not be computed in (18), since they cancel from the numer-
ator and denominator. Hence, once the data steward has computed the likelihoods of Z
for xi and b, it can easily compute the ratio of the posterior probabilities for these two
values for arbitrary sets of prior probabilities.

The ratios in (18) allow for convenient investigations of the effects of changing
the prior probabilities. For example, suppose that the data steward considers records



to be at too high risk if the posterior probability of the true xi is ranked as the top
case (or some other minimum ranking). Suppose that some xi has the tenth highest
posterior probability in Ri under the uniform prior distribution on x ∈ Ri. Using the
likelihoods from the uniform probability case, the data steward can determine the ratio
of the prior probabilities that would change the posterior probability of xi to become the
top ranked. For example, our risk evaluations under the uniform prior assumption reveal
that xi = (1, 1, 1, 1, 1, 2, 1, 3, 1, 2, 1, 1, 1, 1) has the tenth largest ρxi among x ∈ Ri,
with posterior probability equal to 0.0398. The combination with highest probability in
Ri is b = (1, 1, 1, 1, 1, 2, 1, 3, 1, 2, 2, 1, 1, 1), with posterior probability equal to 0.0585.
Thus, for an intruder to rank xi as most likely, the intruder would need to believe a priori
that x = xi is 1.46 (0.0585/0.0398) times more likely than x = b.

5 Concluding Remarks

When certain xi have relatively high posterior probabilities, and hence high ranks, data
stewards have several options. If the number of cases that are too risky is small, the
data steward may decide to release the synthetic data and accept the risks. With this
action, the data steward effectively puts low probability on the existence of intruders
who knowD−i for exactly the records at risk. Alternatively, the data steward could alter
the synthesizer, for example by removing risky records from the data used to estimate
the synthesis models. It is also prudent for the data steward to examine risks under
other assumptions of intruder behavior. For risky cases, data stewards can augment
the support of x used to compute posterior probabilities, for example by changing two
variables at a time. Implicitly, using a bigger sample space mimics an intruder armed
with less precise (but still very substantial) knowledge. The data steward also can use a
sensible informative prior distribution to compute risks. For example, the data steward
can base prior probabilities for each x ∈ Ri on a DPMPM model estimated on D−i.
If the resulting posterior probabilities do not differ much from the informative prior
probabilities, then arguably releasing Z does not meaningfully increase the disclosure
risks for this intruder.

Looking to future research, we see two key next steps in this approach to disclosure
risk assessment. First, we would like to develop algorithms for exploring the full support
of any Xi. With powerful computing and efficient code—these computations are em-
barassingly parallel—it may be feasible to compute normalizing constants over much
if not all of U . Alternatively, it may be possible to find high probability x via stochas-
tic search algorithms. More complete explorations of U would allow for more accurate
computations of P (Xi(2) | Z,D−i, S), which helps data stewards assess risks that the
intruders learn subsets of key or sensitive variables. Second, we would like to relax
the very strong, and perhaps unrealistic, assumption that the intruder knows every case
but one. Conceptually, the path to do so is straightforward. If the intruder knows some
subset of data DA, the data steward considers all plausible values in the set D − DA,
and identifies sets with high probability of generating Z. Clearly, this approach is com-
putationally very expensive. However, we conjecture that stochastic search algorithms
might allow one to identify sets with high probability, and within those sets values of x
that appear with regularity.
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